¥ INTERNET BANKING

NAB-branded phishing messages

NAB is aware of current phishing messages sent by email and SMS which may appear to come from NAB.

The messages may state that your account has been suspended, ask you to verify your information, or offer you a reward for
completing a survey. They then direct you to click on a link to provide personal and banking information. Please see two
examples below.

If you receive this type of message, forward it to hoax@nab.com.au, and then delete the message without clicking on any
links. You can also report suspicious text messages by forwarding them to 0476 220 003 (047 NAB 0003) and then deleting.

NAB will never ask you to confirm, update or disclose personal or banking information via email or text message.

If you have received an email or text message of this type and have clicked on the link, please contact your local branch or
call 13 22 65 immediately.

For more security advice, and to see the latest security alerts, please visit the NAB Cyber Safety Hub at nab.com.au/security.

From: Nab Bank <diplorevolution@xiamamaymail.com>
Date: 10 January 2019 at 3:55:02 pm AEDT

To:

Subject: Avcount activity - FELEL1154-AL

Security Update

Pleasé: rote thal Staiting Irom January 10, 2019 we wil be mvoducng new
onine banking authenticaion procedures. in arder to protoct the infarmaton of
‘our cnling banking usars.

This i the security information that will be added to your account

= Twa-factor authantication
* Security Question

You are réqurad 0 confirm your parsonal detaits with us as you wil not be abke
access our oriing service ubll ths has been done. As you're already registered
for oriine banking all you need 0 do 1 1 confrm your online bankng detals

Your Nab account has
hitps ey nab com aurecovencusers been bIOCkEd for

Once you've compiated 1S process you wil be 8;\'& 10 have full ccess 10.our LII"IUSual a ctivity. Plea se

onine banking service. Your rew updated security infarmaten wil bo added to
YOUr BCO0uNt within 2 weeks of your account being verified Iog 0 n to .

m =& B4 www.nablocked.com

«| = andfollow the unlock
R P procedure or visit our
(on sy Gatmbie e Gt s nearest branch.

Date: 25/01/19 08:48 Subject: NAB-branded phishing messages Reference: SB352036859
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